Dromana Community House Inc    Occasional Childcare
Little Gum Early Learning
Working documents  24/9/2025

Compliance Personal device restrictions and compliance
Personal device restrictions in early childhood education and care services 15/8/2025 - QARD
Final reminder – Regulatory authority – Personal device restrictions 10/9/2025 Dromana Community House Inc PR -0008890
info@dromanacommunityhouse.org.au (need to change this email address- Kerrie)
Statement of Regulatory Expectations – National Model code – (SRE_NMC)
Notify and submit to the Regulatory authority ????? confirming that your service complies How?
Model Code 
Y Update policy and procedures Reg 112 of the Children’s Services Act 
Compliance checklist for approved providers
Approved providers can use this list of actions to make sure their service(s) comply with the SRE-NMC.
1. Update your policies and procedures for providing a Child Safety and Wellbeing Policy (Child Safe Environment Policy):
· Make sure educators, staff, volunteers and families are aware of the service's expectations, practices and approach.
ADVISED PARENTS IN LETTER AND NEWSLETTER OF ACTIONS TO BE TAKEN
· Confirm that you have appropriate consents for any general purpose photography or filming, and respect a family's decision to withhold their consent.
While PARENTS have signed consent in enrolment package we have advised that only photos of children in daily reflections will be taken for mapping educational and learning outcomes on the Xplor app on the Ipad
To be detailed IN LETTER AND NEWSLETTER OF ACTIONS TO BE TAKEN 26/9/2025

· Put systems in place to make sure your service only uses or discloses personal information for the purpose for which it was collected, unless the family has specifically consented, or disclosure is needed for enforcement purposes.
Privacy policy in place and adhered to by all staff – Table at staff  meeting 30/9/2025
· Review your service policies and procedures to make sure they cover the use of personal electronic devices for taking, sending and storing images or videos of children taken while they attend the service in accordance with the National Mode Code
Code of Conduct – Child safe Updated August 2025 - Approved by Committee and copy circulated to staff  
Child Safe Policy to be reviewed – Table at meeting 30/9/2025
· ACECQA has developed updated policy and procedure guideline for Providing a Child Safe Environment. It can be downloaded at: Preparing NQF Policies and Procedures.
Child safe Policy and procedures in place
Educators attend PD/ Accreditation annually
2. Update your staffing policies and procedures to make sure all service staff and volunteers are:
· aware of their obligations, and
· the consequences of using personal electronic devices for taking, sending and storing images or videos of children while they attend the service in accordance with the National Model Code.
Advised in newsletter all volunteers have a clear WWC and are linked to the service All staff have clear wwc prior to appointment and regularly update – on staff file
3. Share new or updated policies and procedures about safe environments for children and staff with:
· all staff and volunteers, and 
Regularly
· families of children attending the service.
In quarterly newsletters – To do repository of policies on line ( Current hard copy at entrance)
4. Undertake regular risk assessments of the taking, use, storage and destruction of images and videos of children being educated and cared for by the service.
Tabled at all committee and staff meetings
5. Implement a risk management plan to make sure you successfully implement the SRE-NMC at your service.
Check this – see this document as a Riske assessment and audit – check Childcare Centre Desktop for template
6. Make sure all service-issued devices:
· have an identification code
· are distinctly branded
· are easily identifiable from a distance.
To be labelled and are identified as Colour of phone – The Purple phone
7. Create and maintain suitable logs or registers for recording:
· how service-issued devices are issued and returned
Issued to room and returned signed off and cleaned 
· authorisations for the possession and use of personal devices for essential purposes, including:
· authorisations given in writing in advance, and
· authorisations made through other means (for example, in an emergency situation).
Request received 19/9/2025 by one staff member for  exemption – Committee to consider ( likely, but needs to be signed off as a process) 
8. Create a place to securely store service-issued devices when not in use. Consider how you will control your devices if staff are moving between locations.
Educators move between indoor and outdoor spaces in the licenced area and when in use in the Main office will note in diary – Devices are not to leave the premises and will be securely locked in the filing cabinet at the end of each session
9. Install lockable storage for staff to store their personal devices securely and access them when not working with children. Make sure this storage is conveniently located.
Phones and personal devices are stored in filing cabinet in storeroom accessible via kitchen – Staff notified and compliant August 2025
10. Purchase a sufficient number of service-issued devices for all needs. Create a place to store these devices securely when not in use.
Mobile Phone, Ipad and Lap top securely stored 
11. Make sure each staff member has:
· individual account credentials
· passwords to any online platforms used by the service.
Permanent Educators, Team Leader  and Manager have access to passwords and devices including Xplor and Gmail
12. Create processes for permanently deleting or destroying photos and videos of children that no longer need to be retained.
Discuss at meeting on 30/9/2025 – End of term clearing and deleting – Team leader
13. Check your processes are working as intended. Undertake regular:
· audits
· risk assessments
· reviews.
Team leader and Manager – quarterly – School term break
14. Review all your policies, procedures, systems and devices regularly.
Ongoing – Updated through Childcare Centre Desktop – Annual subscription – regular emails updating compliance etc in sector
National Regulation changes – NQF services only ( We are not under National Regs)
From 1 September 2025, approved providers under the National Law must ensure their services have policies and procedures for the safe use of digital technologies and online environments.
This includes policies and procedures for:
· the taking, use, storage and destruction of images and videos of children
Shred and burn
· obtaining authorisation from parents to take, use and store images and videos of children
Review enrolment form – September 2025
· the use of any optical surveillance device (e.g. CCTV)
CCTV outside licences area – Notify parents in newsletter 
· the use of any digital device issued by the service.
Only service issued devices can be used for records – learning outcomes etc
ACECQA has developed updated policy and procedure guidelines for:
· Providing a Child Safe Environment
Dromana Community House Child Safe Policy 2024
· Safe Use of Digital Technologies and Online Environments Policy
· Check this 24/9/2025 and adopt 
They can both be downloaded at: Preparing NQF Policies and Procedures.
Consequences of failing to comply
Penalties for approved providers who fail to comply with the conditions of their service approval include:
· fines of up to $57,400 for NQF services
· fines of up to $61,053 for occasional care and limited hours services
· suspension or cancellation of service approval.
Staff to be notified by memo and discussed at Staff meeting 30/9/2025
Further information
For further enquiries, contact the contact the Quality Assessment and Regulation Division (QARD) by:
· email: licensed.childrens.services@education.vic.gov.au
· phone: 1300 307 415
Education
Updated 23 September 2025
· Child safe practices for digital technologies and personal electronic devices
· Protection and prevention of child abuse
Contact information
Quality Assessment and Regulation Division (QARD)
· 1300 307 415
· licensed.childrens.services@education.vic.gov.au




















Appendix 2


Complying with the Child Safe Standards
All services must comply with the Child Safe Standards, in particular Standard 9 and 11 in relation to the SRE-NMC.
Close all
· Child Safe Standard 9
· Staff and volunteers identify and mitigate risks in the online and physical environments without compromising a child’s right to privacy, access to information, social connections and learning opportunities (9.1).
· The online environment is used in accordance with the organisation’s Code of Conduct and Child Safety and Wellbeing Policy (Child Safe Environment Policy) and practices (9.2).
· Risk management plans consider risks posed by organisational setting, activities and the physical environment (9.3).
What approved providers have to show
You could demonstrate your compliance by having the following documents:
· Risk assessments that identify risks of child abuse and harm:
· in both physical and online environments connected with the organisation
· from the use of electronic devices for taking, sending and storing images or videos of children while they attend the service (Child Safe Standards 9.1, 9.3).
· Risk management plans that:
· list the actions the organisation will take to prevent or reduce each of the risks of child abuse and harm
· address the use of electronic devices for taking, sending and storing images or videos of children while they attend the service (Child Safe Standard 9.3).
· The Code of Conduct and Child Safety and Wellbeing Policy(Child Safe Environment Policy) that identify how the organisation will keep children safe:
· in physical and online environments
· in higher-risk activities, including staff using electronic devices for taking, sending and storing images or videos of children while they attend the service (Child Safe Standards 9.2, 9.3).
· Child Safe Standard 11
· Policies and procedures address all Child Safe Standards (11.1)
· Policies and procedures are documented and easy to understand (11.2)
· Best practice models and stakeholder consultation inform the development of policies and procedures (11.3)
· Leaders champion and model compliance with policies and procedures (11.4)
· Staff and volunteers understand and implement policies and procedures (11.5)
What approved providers have to show
Child Safety and Wellbeing Policy (Child Safe Environment Policy) and Safe Use of Digital Technologies and Online Environments Policy
You could demonstrate your compliance by having the following documents:
· a Child Safety and Wellbeing Policy (Child Safe Environment Policy)
· a Safe Use of Digital Technologies and Online Environments Policy.
This should also include information about the service’s expectations and approach to the use of electronic devices for:
· taking
· sending, and
· storing images and videos of children.
ACECQA has developed updated policy and procedure guidelines for:
· Providing a Child Safe Environment
· Safe Use of Digital Technologies and Online Environments Policy
They can both be downloaded at: Preparing NQF Policies and Procedures.
These documents relate to Child Safe Standards 11.1, 11.2 and links to 2.3. They are also required under:
· regulation 168 of the National Regulations for NQF services, or
· regulation 112 of the CS Regulations for occasional care or limited hours services.
Code of Conduct
Providers must also update their Code of Conduct for staff that sits within the service staffing policies and procedures. It sets the service’s expectations for behaviour and responsibilities of staff and volunteers in relation to:
· the use of personal devices in services
· the approach to taking, sending and storing images or videos of children while they attend the service.
This document relates to:
· the National Model Code
· Child Safe Standards 11.1, 11.2 and links to 2.4
· regulation 168 of the National Regulations, or regulation 112 of the CS Regulations.
Appendix 3
https://www.vic.gov.au/child-safe-practices-digital-technologies-and-personal-electronic-devices#how-the-personal-device-restrictions-apply-in-victoria
